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1) Prerequisite knowledge

a) Competence at the start

To understand the signals that are carried in telecommunication networks, the protocol and  the  applications used in networks in a C4I environment the student must be able to explain or describe:

· the basic computer architecture 

· the spectral representation of signals 

· telecommunication concepts like: modulation techniques, baseband transmission codes, guided propagation of signals on cables and optical fibres

b) Courses

The following courses are required:

· IN001 Computer technology (Dept CISS).

· TE001 Basic concepts of electricity

· TE002 Basic concepts of telecommunications  (Dept CISS)

· TE004 Introduction to telecommunication techniques (Dept CISS)

2) Final competences (and relation to final attainment levels of the RMA)

After finishing the course the student will be able to:

· explain the purpose of layering and describe the layered architecture for packet switched data networks,

· explain LAN protocols and describe the current Ethernet standards and applications,

· use open source software to monitor LAN traffic and analyse LAN protocols,

· explain network functions and the IP protocol and describe Internet routing algorithms,

· use open source software to monitor  and analyse IP traffic, 

· implement basic routing protocols on Cisco routers,

· explain the concept of Mobile Ad Hoc Networks (MANETs) and wireless sensor networks,

· explain wireless access protocols used in MANETs

· describe the current WLAN standard (WIFI),

· explain wireless routing protocols for MANETs,

· explain how voice can be transported over a data network 

· describe the architecture of telephone networks,

· describe the architecture of satellite communication systems

3) Content

This course introduces the architecture, technology, operation, and application of telecommunication networks used in a C4I environment, including wired and wireless networks.

The following topics are covered

· Layered  architecture of data networks

· LAN protocols

· Internet Protocol

· IP routing protocols

· Medium access protocols and routing protocols for Mobile Ad Hoc Networks

· Voice over IP

· Architecture of telephony networks

· Architecture of a satellite communication system

· Lab sessions on switching, routing and Wireless (Ad Hoc) Networks

At the end of the course, the students will also visit an CIS unit in order to see  how the  material in a C4I network  is used operationally.

4) Study Material

· Course text by Prof. W.Mees and B. Scheers on networks in a C4I environment, which is available via DOKEOS.

· The course is supplemented with slides.

Reference Works :

· Computer Networks, Andrew S. Tanenbaum, Pearson Education international

5) Didactic means

The following didactic means  will be used during your course:

· Lectures

· Lab sessions on real network equipment.

· Visit of an operational CIS unit

6) Means of evaluation

Daily Work (1/3 of the marks) consists of:

· One written test (half-semester) for the evaluation of the theoretical knowledge on LAN protocols and IP

The exam (2/3 of the marks) consists of :

· One written exam for the evaluation of the theoretical knowledge of the course.

Division of marks :

	Evaluation
	Coëfficient
	Weighing (%)
	Maximum score

	Daily work  - test
	1/3
	-
	10

	Exam
	2/3
	-
	20
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